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Salutations…………

Developing countries across the world continue to struggle with the issue of the Digital Divide; or as I would like to coin it the difference between the e-haves and the e-have-nots. 
Although this terminology is generally used in discussions regarding Information and Communications Technology (ICT) I would like to limit the discussion to the focus of this Conference – cyber security.
In this regard I will speak to four (4) specific points:

1. STRENGTHENING THE LEGISLATIVE FRAMEWORK 
The importance of legislation in the fight against cybercrime cannot be overstated. Indeed the work programme for both the Organisation of American States (OAS) and the International Telecommunication Union (ITU) identifies the need for the implementation of legislative measures aimed at preventing certain cyber activities and enabling the investigation and prosecution of same.  Yet, there remain countries, within the Caribbean region for example, that do not have legislation that focuses on cybercrime or computer misuse. 
It is not sufficient however, to simply promulgate legislation. Countries, developed and developing alike, have to continuously review their legislation to ensure that it appropriately addresses new and emerging cyber threats.  So for instance; although Jamaica promulgated cybercrimes legislation much later than some countries a provision was built into the legislation which required its review by a Joint Select Committee of the Houses of Parliament two (2) years after the date of commencement of the legislation.  
In keeping with this provision a Joint Select Committee was established in February 2013 to review the Cybercrimes Act.   The Committee recently completed its review and submitted a Report to the Houses of Parliament with its recommendations for amendments.  The purpose of the review was to ensure that the Act is in line with international best practice, as well as, effectively criminalizes emerging types of cyber threats.  The Committee recommended, among other things:
· the introduction of new offences such as forgery, fraud and malicious communication, as well as, 
· significant increases in the penalties, that is, terms of imprisonment and fines with a view to signalling to cyber criminals the seriousness with which this issue is being treated.   
In addition to the Cybercrimes Act, several other pieces of legislation are utilised in Jamaica to prosecute cybercrimes, including the Larceny Act, the Interception of Communications Act and the Child Pornography Act.  Companion legislation in the form of the Electronic Transactions Act has also been promulgated to promote confidence and security in cyberspace. 

2. ESTABLISHMENT OF COMPUTER INCIDENT RESPONSE TEAMS 
While the divide between developed and developing countries has narrowed significantly in the area of legislation it remains with respect to the ability of some countries to respond to cyber incidents and threats through Computer Incident Response Teams (CIRTs). 
It is reported that in 2006, Argentina, Brazil, Canada, Chile and the United States of America were the only countries in the Americas with national CIRTs.  Today there are over eighteen (18) CIRTs. However, of that amount only two (2) are in the Caribbean which comprises over a third of the number of countries in the Americas. 

Jamaica’s ICT Policy of 2011 identified as a strategy the establishment of a CIRT and to this end, Jamaica entered into an agreement with the ITU in March 2013 to:

a) provide technical assistance to establish a national CIRT; and 

b) assist in the building and deployment of related technical capabilities. 
The ITU, through IMPACT, has held consultations with relevant stakeholders and will shortly finalize a Readiness Assessment Report for the establishment of same.  It is proposed, in the first instance, that the services to be offered by the CIRT, be basic in nature, and developed over time. 
To bridge the divide in this area it is important that countries with greater human and other resources collaborate with developing states as a chain is as strong as its weakest link.  

3. TRAINING AND CAPACITY BUILDING

With the establishment of a CIRT, there will be a need for requisite training and skills for the personnel in order for it to be effective.  As such capacity building programmes will have to be identified or established. 
I am happy to report that there exist in Jamaica, though not in sufficient numbers, a cadre of professionals with the technical know-how to identify, diagnose and respond to cyber and other digital crimes.  The Jamaica Constabulary Force, for example, has a specific unit within its Organised Crime Investigation Division with responsibility for investigating cybercrime, that is, the Communication Forensic and Cybercrime Unit.  Notably, the Unit is being reorganised to form its own Division.  With support from our international and bilateral partners the Unit could be able to collaborate and otherwise share its resources and know-how with other Caribbean countries. 
In the area of the prosecution there also exist within the Office of the Director of Public Prosecution a specialized unit, namely the Digital Evidence and Cybercrime Unit, which is responsible for prosecuting cybercrime incidents and liaising with and supervising police investigations.  This notwithstanding, there remains a need for training of other officers of the judicial system, such as, Clerk of Courts as most cybercrime incidents are prosecuted in the lower courts (Resident Magistrates Court).  Sensitization of judges and defence counsel is also required.  In Jamaica there are no judges that specialize exclusively in cybercrimes and it is reported that there are significant delays in hearing criminal matters as defence counsel do not appear to be trained in the area of cybercrimes. 

There is also the need to train ICT professionals/officers across Government in cyber security, as well as, educate the populace as to threats to information security from cybercrimes and the potential impact on their lives.

4. POLICY AND STRATEGIC FRAMEWORK

The Government, as policy-maker, has a responsibility to provide strategic direction and to enunciate policy statements regarding cyber security to ensure that there is a:

· standardised approach in both the public and private sector to cyber security issues; and 

· mutual understanding of the problem and the vision for addressing same.
In this regard there remains a divide between those countries that have adopted comprehensive national strategies and those that have not. 
While the Jamaican ICT Policy identifies a few strategies with respect to the cyber security, there is at present, no written/documented strategy for cyber security.  With the assistance of the OAS however, Jamaica hopes to commence work on the development of a strategy by the 1st quarter of 2014. 

CONCLUSION 

ICT undoubtedly has the potential to enable developing countries to, among other things:

· create wealth; 

· foster economic growth; 

· facilitate social development; and 

· improve citizen participation 

However, as we become more reliant on ICT, the issues of security become even more pertinent. 
The digital divide faced by developing countries, such as Jamaica, is a clear indication of the arduous task ahead.  Our countries must overcome specific issues and challenges to ensure the long-term development of the ICT sector and the reduction of cybercrimes while closing the digital divide. These challenges include:
· Gaps in the levels of required skills and capabilities for combating cybercrime;
· Limited access to capital for strengthening ICT infrastructures to prevent or reduce vulnerability to cybercrimes; and
· Inadequate public awareness regarding the importance of technology and how to reduce or prevent cybercrimes.
As we grapple with this increasing problem of cybercrime, it is imperative that we continue to co-operate at the regional and international levels, with a view to reducing its impact on the prosperity of our citizens and our economies. Our efforts certainly can be enhanced when we find common means to tackle this increasingly problematic issue.

Let us continue our efforts in this regard.

Thank you.
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