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1.
ESTABLISHMENT, COMPOSITION AND TERMS OF REFERENCE OF THE COMMITTEE

Members of this Honourable Senate are reminded that on January 15, 2013, the Minister of Science, Technology, Energy and Mining, and Leader of the House, having obtained suspension of the Standing Orders, moved:
BE IT RESOLVED that, this Honourable House appoint a Special Select Committee comprising the following members:


Hon. Julian Robinson - Chairman


Mr. Mikael Phillips

Mr. Raymond Pryce

Dr. Dayton Campbell

Mr. Gregory Mair

Dr. Andrew Wheatley
To sit jointly with a similar committee to be appointed by the Senate to consider and report on the operation of a Bill shortly entitled “The Cybercrimes Act” relative to the review of the legislation in accordance with the provisions of the Act.

On January 18, 2013, the Minister of Foreign Affairs and Foreign Trade and Leader of Government Business having obtained suspension of the Standing Orders, moved:

BE IT RESOLVED that this Honourable Senate appoint a Select Committee comprising of the following members:

Senator Floyd Morris 
Senator Grace Imani Duncan-Price
Senator Wensworth Skeffery
Senator Arthur Williams
Senator Kamina Johnson Smith
To sit jointly with a similar Committee appointed by the House to consider and report on the operation of a Bill shortly entitled the “Cybercrimes Act” relative to the review of the legislation in accordance with the provisions of the Act.
On July 12, 2013, the Senate moved a further resolution removing Sen. Floyd Morris from the Committee and substituting therefor Sen. Sophia Frazer-Binns.  

Your Joint Select Committee commenced its deliberations on January 24, 2013 and held eight (8) meetings, the last of which took place on September 24, 2013 (Appendix I).  
Your Committee recognized that the review of the legislation in accordance with the provisions of the Act required public consultation and participation.  In light of that, we wrote to various groups that we believed would have an interest in the subject matter.  A Public Notice was also placed in the Sunday Gleaner and the Sunday Observer dated January 27, 2013, inviting written submissions from individuals and organizations.  An invitation was also extended to the Jamaica Civil Society Coalition to make a submission to your Committee however, that group did not make a submission.  Seven (7) groups and two (2) individuals made written presentation to your Committee. These include the following:
· The Office of the Director of Public Prosecutions (ODPP)
· The Jamaica Constabulary Force (JCF)
· The Jamaican Bar Association
· Digicel
· Landline Internet Mobile and Entertainment Services (LIME)
· The Press Association of Jamaica (PAJ)

· Media Association of Jamaica Limited
· Dr. Tyrone Grandison

· Professor Dr. Marco Gercke  

All the groups and individuals were invited to make a presentation to your Committee.  Dr. Tyrone Grandison, CEO of Proficiency Labs International and a Jamaican residing in USA and Professor Marco Gercke, an international expert in the field of law related to Cybercrimes, Cybersecurity and Information and Communications Technology consultant who has been advising governments and international organizations made their submission via FaceTalk and Skype respectively.   
Your Committee benefited from an extensive review that was undertaken by the Legal Reform Department in which the technical officers outlined the background to the Cybercrimes Act and responded to the submissions, recommendations and comments that were made by the different organizations and individuals and also made recommendation for amendments to the Act.

2.
INTRODUCTION
Cybercrime is also referred to as computer crime, in which the computer is used as an instrument to further illegal ends, such as committing fraud, trafficking in persons, child pornography and in intellectual property, identity theft or violating privacy.  With the development of new technologies, new opportunities to commit crimes have arisen although only few new crimes have been created.  Cybercrime is distinguished from traditional criminal activities by the use of the digital computer, but technology alone is insufficient for any distinction that might exist between different realms of criminal activity.  Cybercrime, especially involving the internet, represents an extension of existing criminal behaviour alongside some novel illegal activities.

Most cybercrimes are related to an attack on information about individuals, corporations, or governments.  Although the attacks do not take place on the physical body, they do take place in the corporate virtual body, which is the set of informational attributes that define persons and institutions on the internet.   An important aspect of cybercrime is its non-local character; actions can occur in jurisdictions separated by vast distances.  This poses severe problems for law enforcement since previously local or even national crimes required international cooperation.
Cybercrimes range across a spectrum of activities.  At one end, they are crimes that involve fundamental breaches of personal or corporate privacy, such as assaults on the integrity of information held in digital depositories and the use of illegally obtained digital information to blackmailing a firm or an individual.  At one end of the spectrum is the growing crime of identity theft, midway along the spectrum lie transaction-based crimes such as fraud, trafficking in child pornography, digital piracy, money laundering and counterfeiting.  These are specific crimes with specific victims, but the criminal hides in the relative anonymity provided by the internet.  At the other end of the spectrum are those crimes that involve attempts to disrupt the actual workings of the internet e.g. spamming, hacking and denial of service against specific sites to acts of cyber-terrorism which is the use of the internet to cause public disturbance or even death.

The Jamaican Cybercrimes Act which the Joint Special Select Committee was tasked to review was promulgated in December, 2010.  The Act provide for criminal sanctions for the misuse of the computer system or data and the abuse of electronic means of completing transactions and also facilitated the investigation and prosecution of cybercrimes.  Other legislation utilized in prosecuting offences under the Cybercrimes Act include Larceny Act – used to prosecute the substantive offences such as larceny or fraud committed by way of a cyber related method; Interception of Communications Act – used for evidence gathering purposes; Child Pornography Act – makes the production, possession, importation, exportation and distribution of child pornography a criminal offence; and the Evidence Act – speaks to hearsay and non-hearsay evidence contained in documents that are produced by computers.
3.
FINDINGS AND RECOMMENDATIONS
Your Committee after reviewing the Act extensively now has the honour of presenting its findings and recommendations.
A.
Specific Recommendations
Sections 1, 12, 15, 16, 18 - 22
Your Committee did not make any changes to the captioned sections.
Section 2 

Section 2 deals with the interpretation of the Act.  Your Committee mulled over the definition of “computer” as it was felt that the definition should include “internet” as is set out in the Harmonization of ICT Policies, Legislation and Regulatory Procedures in the Caribbean (HIPCAR) model.  Your Committee took the decision that there was no need to include the term “internet” in the definition because of the fast changing nature of the technologies.   
Dr. Tyrone Grandison recommended that the word “key” which was used in sections 17 and 18 of the Act should be defined in the Interpretation section of the Act.  Your Committee accepts the recommendation to include “key” in the interpretation section and widen the definition that was set out in section 17(1) of the Act.  It should now read that, “”key” in relation to any data or other computer output includes any key, code, password, algorithm, authentication or authorization token, biometric identifier, gesture, or other data, the use of which (with or without other keys) – (a) allows access to the data or output, or (b) facilitates the putting of the data or output into intelligible form;”.  
Your Committee accepts the recommendation made by LIME to amend the definition of the word “output” to include the word “auditory”.   
Section 4 – Access with intent to commit or facilitate commission of offence
Your Committee accepts that the word “not” as was recommended by the ODPP, should be removed from section 4(1)(a) as it limits the prosecution of certain offences.   Your Committee was made to understand that the intention of the section was to cover all criminal offences which attracted a penalty of imprisonment for a term exceeding one year and would cover most offences of any consequence.  The Cybercrime Bill that was passed in the Parliament did not have the word “not” in section 4(1)(a), however, the copy signed into law by the Governor-General had the word “not” inserted in error.
Section 8 – Unlawfully making available devices or data for commission of offence

LIME in their submission to your Committee had requested clarification as to whether the term “access code”, included encryption keys and algorithms used to decipher data queried.  Your Committee accepts that since “access code” was not defined in section 8 or anywhere else in the Act it would have to be given its ordinary meaning as used in relation to computers.   Encryption keys and algorithms used to decipher data are codes that give access to data and are therefore access codes.   However, the offence creation provision of section 8(1) would have to be read in its entirety to understand the scope of the offence and its components.  Encryption keys and algorithms fall under section 8(1)(c) as “any other data or device designed or adapted primarily for the purpose if committing an offence under any of sections 3-7” of the Cybercrimes Act.
Your Committee recommends that the words “access code or password” should be deleted from subsection (1)(b) and be replaced with the word “key”.

Section 13 – Interpretation for Part III

Your Committee accepts a recommendation made by Professor Gercke that the letters designating computers in section 13(1)(iii) should be reversed.   The current formulation reverses the role of the respective computers.  The intention was to capture computer material which is on networked computers.  Therefore, where there is a computer, A, and another Computer, B, and data from B is available to, (i.e., it can be accessed by) computer A, and the data is stored on computer B a preservation or production order can be issued.  Computer B may be outside of Jamaica but as long as computer A can access the data the orders under Part III can be executed.  The words “or data from computer B is available to computer A” will be inserted after the words “computer B” in section 13(iii)(A) when the Act is revised.
Section 14 – Preservation of data
Your Committee accepts a recommendation made by Professor Gercke that the Act should be amended to take into account those computers, data or materials that a constable may not be aware of.  In our discussion, we recognized that an address could be in the virtual world.  We took the decision to remove the current section 14(2) and replace it with a provision that specified that there should be a written notice informing the person in control of the data or other output that he must produce it in intelligible form to the constable and must specify the name of the person in possession or control of the computer or data storage medium or the address of the computer of data storage medium.  The notice should also embody the period for which the data would be required to be preserved which should be a period not exceeding thirty days.   We also felt that there should be a definition of “address” included in the Act. 
NEW PROVISIONS

New provisions dealing with fraud, forgery and malicious communications
Your Committee accepts that a new provision specifically dealing with offences of fraud, forgery and malicious communications should be included in the Act.  This recommendation was promulgated by the ODPP, JCF, LIME, the Jamaican Bar Association, Dr. Tyrone Grandison and Professor Gercke.  Research shows that several jurisdictions make provision in their legislation for cyber threats, for example, section 14 of the Barbados Computer Misuse Act, 2005 has provisions which address malicious communications.  Consequential amendments would have to be made to the Offences Against the Person Act and the Towns and Communities Act to take into account modern technological methods that can be used to carry out threats.
New provisions concerning actions prejudicing investigations and forfeiture
Your Committee accepts a recommendation that was made by Professor Gercke that the Act should be amended so that persons who disclose details of investigations are guilty of an offence.  Currently, there are no provisions in the Act which require a service provider to keep a criminal investigation secret.  Generally, if a person tips off another about an investigation he or she could be charged for obstructing the course of justice.  Section 104 of the Proceeds of Crime Act makes it an offence to prejudice an investigation.  The provision is useful since the production and preservation orders under the Cybercrimes Act are similar to those contained in the Proceeds of Crime Act.   These provisions will track the Proceeds of Crime Act and will be included under Part III of the Act.
The recommendation made by the ODPP to include forfeiture provisions in the Act was accepted by your Committee.  The intent is to deal with forfeiture of the apparatus or the thing which is the subject matter of the offence.  It was felt that the instruments used to commit the crime should not be returned at the end of the trial if the person was convicted.  Similar provisions on forfeiture exist in other legislation, such as the Dangerous Drugs Act, the Trafficking in Persons (Prevention, Suppression and Punishment) and the Terrorism Prevention Act. 
Penalties

In conducting the review of the Act, your Committee felt that the penalties should be revised and took the decision to use as their overriding principles the need to send a strong signal about the seriousness with which the offences were being treated and the fact that higher fines and terms of imprisonment might act as an incentive for plea bargaining. (See Appendix II for summary of penalties)  
Your Committee used the Law Reform (Fraudulent Transactions) (Special Provisions) Act and the Precursor Chemicals Act which contains a provision for repeat offenders which is not present in the current Cybercrimes Act to assist in setting the new penalties in the Cybercrimes Act.   Also, the Precursor Chemicals Act was chosen because it has the same kind of dual jurisdiction with the Resident Magistrates’ Court as well as the Circuit Court.  Your Committee was however cognizant that the Law Reform (Fraudulent Transactions) (Special Provisions) Act was designed to deal specifically with a range of offences in a very specific area while the Cybercrimes Act was a very broad piece of legislation.  We also noted that although the offences were not similar to those in the Cybercrimes Act the offenders tend to use similar technology and the modus tend to be the same.  The sentencing period in the Law Reform (fraudulent Transactions) (Special Provisions) Act ranges from fifteen to twenty-five years.  Your Committee researched Acts dealing with cybercrimes in other jurisdictions and concluded that the fines and penalties were fairly consistent with other jurisdictions in the region.

Your Committee deliberated extensively on how to set the penalties and the decision was taken to divide the offences that attracted penalties into categories. An additional provision mirroring the penalty for repeat offenders as set out the Precursor Chemicals Act was included to ensure that they are amply punished.  Your Committee took the decision to categorize the sections as follows in order to apply the increase to the penalties:

Category I:
Sections 3, 5, 6 and 7 – Unauthorized access, modification, 
Interception or obstruction

Your Committee recommends the following penalties on summary conviction before the Resident Magistrates’ Court:

In the case of a first offence, your Committee recommends a fine not exceeding three million dollars or imprisonment for a term not exceeding three years or both such fine and imprisonment.   The penalty in the Act currently is a fine not exceeding two million dollars or imprisonment for a term not exceeding two years or to both such fine and imprisonment.

If any damage is caused, as a result of the commission of the offence, your Committee recommends a fine not exceeding four million dollars or imprisonment for a term not exceeding four years, or both such fine and imprisonment.  Currently, the penalty for that offence is a fine not exceeding three million or a term of imprisonment not exceeding three years or to both such fine and imprisonment.
In the case of a second or subsequent offence, regardless of whether damage was caused, your Committee recommends a fine not exceeding five million dollars or a term of imprisonment not exceeding five years, or to both such fine and imprisonment.  

Your Committee recommends the following in the case of a conviction on indictment before the Circuit Court:
In the case of a first offence, your Committee recommends a fine or to imprisonment for a term not exceeding seven years, or to both such fine and imprisonment.  In the current Act, the term of imprisonment does not exceed five years.

If any damage is caused as a result of the commission of an offence, your Committee recommends a fine or to a term of imprisonment not exceeding ten years, or to both such fine and imprisonment.  Currently, the term of imprisonment does not exceed seven years.  

In the case of a second or subsequent offence, regardless of whether or not damage was caused, your Committee recommends a fine or to imprisonment for a term not exceeding fifteen years or to both such fine and imprisonment. 
Category II:
Section 4 – Access with intent to commit or facilitate commission of offence
Your Committee recommends the following on summary conviction before the Resident Magistrates’ Court:

In the case of a first offence, your Committee recommends a fine not exceeding four million dollars or imprisonment for a term not exceeding four years or to both such fine and imprisonment.   The penalty in the Act currently, is a fine not exceeding two million dollars or imprisonment for a term not exceeding two years or to both such fine and imprisonment.

If any damage is caused, as a result of the commission of the offence, your Committee recommends a fine not exceeding five million dollars or imprisonment for a term not exceeding five years or to both such fine and imprisonment.  Currently, the penalty for that offence is a fine not exceeding three million or a term of imprisonment not exceeding three years or to both such fine and imprisonment.

In the case of a second or subsequent offence, regardless of whether damage was caused, your Committee recommends a fine not exceeding five million dollars or to a term of imprisonment not exceeding five years or to both such fine and imprisonment.  

Your Committee recommends the following in the case of a conviction on indictment before the Circuit Court:

In the case of a first offence there should be a fine or to imprisonment for a term not exceeding seven years, or to both such fine and imprisonment.  In the current Act, the term of imprisonment does not exceed five years.

If any damage is caused as a result of the commission, your Committee recommends a fine or to a term of imprisonment not exceeding ten years, or to both such fine and imprisonment.  Currently, the term of imprisonment does not exceed seven years.  

In the case of a second or subsequent offence, regardless of whether or not damage was caused, your Committee recommends a fine or to imprisonment for a term not exceeding fifteen years or both such fine and imprisonment. 

Category III:
Section 8 – Unlawfully making available devices or data for commission of offence

Your Committee recommends the following on summary conviction before the Resident Magistrates’ Court:

In the case of a first offence, your Committee recommends a fine not exceeding four million dollars or imprisonment for a term not exceeding four years or both such fine and imprisonment.   The penalty in the Act currently is a fine not exceeding two million dollars or imprisonment for a term not exceeding two years or to both such fine and imprisonment.

If any damage is caused, as a result of the commission of the offence, your Committee recommends a fine not exceeding five million dollars or imprisonment for a term not exceeding five years or to both such fine and imprisonment.  Currently, the penalty for that offence is a fine not exceeding three million or to a term of imprisonment not exceeding three years or to both such fine and imprisonment.

In the case of a second or subsequent offence, regardless of whether damage was caused, your Committee recommends a fine not exceeding five million dollars or a term of imprisonment not exceeding five years or to both such fine and imprisonment.  

Your Committee recommends the following in the case of a conviction on indictment before the Circuit Court:

In the case of a first offence, your Committee recommends, a fine or to imprisonment for a term not exceeding ten years, or to both such fine and imprisonment.  In the current Act the term of imprisonment does not exceed five years.

If any damage is caused as a result of the commission, your Committee recommends a fine or to a term of imprisonment not exceeding fifteen years, or to both such fine and imprisonment.  Currently, the term of imprisonment does not exceed seven years.  

In the case of a second or subsequent offence, regardless of whether or not damage was caused, your Committee recommends a fine or to imprisonment for a term not exceeding twenty years or to both such fine and imprisonment. 

Category IV:
Section 9 – Offences relating to protected computers
Your Committee felt that offences relating to protected computers should be harshly punished because such activities could cripple the entire country.  Your Committee recommends that upon conviction before the Circuit Court, there should be a fine or imprisonment for a term not exceeding twenty-five years or to both such fine and imprisonment.  

Category V:
Section 10 - Inciting, Etc.

Your Committee recommends that the penalties for persons convicted in both the Resident Magistrates’ Court and the Circuit Court should be the same as those applied to the substantive offences.  
Category VI:
Section 11 – Offences by bodies corporate

Your Committee after deliberating the issue of a body corporate committing an offence under the Act and the penalties for that offence, decided that the penalties should not be the same for the director, manager, secretary or other similar officer of the body corporate who connived in the commission of the offence as distinct from the officer who failed to exercise due diligence to prevent the commission of the offence.  Your Committee recommends that there should be some distinction between the sentencing and therefore there should be a separate provision to deal with each circumstance since the two actions are distinctive.  Your Committee further recommends that if the Court is satisfied that the body corporate officer connived in the commission of the offence, that director, manager, secretary or similar officer as well as the corporate body should be liable to be proceeded against and punished accordingly.  However, where the Court is satisfied that a director, manager, secretary or other similar officer failed to exercise due diligence to prevent the commission of the offence that officer would be liable and on conviction before a Resident Magistrate Court to a fine not exceeding five years or imprisonment for a term not exceeding five years or to both such fine and imprisonment.  If on conviction on indictment before the Circuit Court the offender would be liable to a fine or to imprisonment for a term not exceeding seven years, or to both such fine and imprisonment.

Category VI:
Section 14 (6) Making of false statement by person required to preserve data   
Your Committee recommends that if a person is convicted in the Resident Magistrates’ Court for making statements that he knew was false in a material particular or if he recklessly made statements that he knew were false or misleading in a material particular, upon conviction before a Resident Magistrate the penalty should be a fine not exceeding three million dollars or to imprisonment for a term not exceeding three years or to both such fine and imprisonment.  Currently, the fine under the Act is one million dollars and a term of imprisonment not exceeding one year or both such fine and imprisonment.   If the person is convicted for the aforementioned offence in the Circuit Court, your Committee recommends a fine or to a term of imprisonment not exceeding seven years.  Currently, the Act allows for a fine or a term of imprisonment not exceeding five years or to both such fine and imprisonment.

Category VII:
Section 17(15) – Failure by constable to observe requirements for safeguarding key 
Your Committee recommends that if the constable failed to observe the requirements for safeguarding a key the penalty should be a fine not exceeding three million dollars or imprisonment for a term not exceeding three years, or to both such fine and imprisonment if convicted in the Resident Magistrate’s Court.   The current penalties under this section is a fine not exceeding one million or a term of imprisonment not exceeding one year or to both such fine and imprisonment.
Category VIII:
Section 17(17) – Failure to comply with production order
Your Committee recommends that if a person failed to comply with a production order the penalty should be a fine not exceeding four million dollars or imprisonment for a term not exceeding four years, or to both fine and imprisonment if convicted before the Resident Magistrates’ Court.  The penalty for the offence currently in the Resident Magistrate’s Court is a fine not exceeding one million or to imprisonment for a term not exceeding one year or to both such fine and imprisonment.   
If the person was convicted for the offence in the Circuit Court, your Committee recommends that the penalty should be a fine or to a term of imprisonment not exceeding seven years or to both such fine and imprisonment.  The penalty for such an offence currently in the Circuit Court is a fine or a term of imprisonment not exceeding five years or to both such fine and imprisonment.     
Appendix III shows the list of proposed amendments to the Act.

B.
General Recommendations

Your Committee also has the following general recommendations:

(a) New legislation should be developed specific to stalking in general and should include cyber stalking and other forms of stalking

(b) Capacity building at the institutional level for the Ministry of National Security, the Office of  the Director Public Prosecutions, the Jamaica Constabulary Force and the Judiciary.
(c) Public education and training for persons who will have to interpret the legislation so that they can be au fait with the changes 

(d) The Cybercrimes Act should be reviewed after a period not exceeding five years.
4.
CONCLUSION
Your Committee in its review of the Cybercrimes Act generally expressed concerns that three years after the Act was being promulgated there has been only one prosecution.  It was noted however that the cyber offences usually involved some kind of economic elements or some types of economic gains.  It is the hope of your Committee that with the recommended revisions subsequent to the review more persons found in breach of the Act will be brought to book and successfully prosecuted. 
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Appendix II

Current and Proposed Penalties Under the Cybercrimes Act

Penalties on Summary Conviction before the Resident Magistrates’ Court

	Category
	Section(s)
	Current Penalty
	Proposed Penalty

	Category I – Unauthorized access, modification, interception or obstruction 
	3, 5, 6 & 7
	First offence – A fine not exceeding two million dollars or imprisonment for a term not exceeding two years or to both such fine and imprisonment
	First offence - A fine not exceeding three million dollars or imprisonment for a term not exceeding three years or both such fine and imprisonment.

	
	
	If damage is caused – A fine not exceeding three million or a term of imprisonment not exceeding three years or to both such fine and imprisonment
	If damage is caused – A fine not exceeding four million dollars or imprisonment for a term not exceeding four years, or both such fine and imprisonment

	
	
	In the case of a second or subsequent offence, regardless of whether damage was caused – No provision in the current Act
	In the case of a second or subsequent offence, regardless of whether damage was caused – A fine not exceeding five million dollars or a term of imprisonment not exceeding five years, or to both such fine and imprisonment


Penalties in the Case of a Conviction on Indictment before the Circuit Court

	Category
	Section(s)
	Current Penalty
	Proposed Penalty

	Category I – Unauthorized access, modification, interception or obstruction 
	3, 5, 6 & 7
	First offence – The term of imprisonment does not exceed five years
	First offence - A fine or to imprisonment for a term not exceeding seven years, or to both such fine and imprisonment.

	
	
	If damage is caused – Currently, the term of imprisonment does not exceed seven years.
	If damage is caused – A fine or to a term of imprisonment not exceeding ten years, or to both such fine and imprisonment.

	
	
	In the case of a second or subsequent offence, regardless of whether damage was caused – No provision in the current Act
	In the case of a second or subsequent offence, regardless of whether damage was caused – A fine or to imprisonment for a term not exceeding fifteen years or to both such fine and imprisonment.


Appendix II Cont’d

Penalties on Summary Conviction before the Resident Magistrates’ Court

	Category
	Section(s)
	Current Penalty
	Proposed Penalty

	Category II – Access with intent to commit or facilitate commission of offence
	4
	First offence – A fine not exceeding two million dollars or to imprisonment for a term not exceeding two years or to both such fine and imprisonment
	First offence - A fine not exceeding four million dollars or to imprisonment for a term not exceeding four years or both such fine and imprisonment.

	
	
	If damage is caused – A fine not exceeding three million or to a term of imprisonment not exceeding three years or to both such fine and imprisonment
	If damage is caused – A fine not exceeding five million dollars or imprisonment for a term not exceeding five years, or both such fine and imprisonment

	
	
	In the case of a second or subsequent offence, regardless of whether damage was caused – No provision in the current Act
	In the case of a second or subsequent offence, regardless of whether damage was caused – A fine not exceeding five million dollars or a term of imprisonment not exceeding five years, or to both such fine and imprisonment


Penalties in the Case of a Conviction on Indictment before the Circuit Court

	Category
	Section(s)
	Current Penalty
	Proposed Penalty

	Category II – Access with intent to commit or facilitate commission of offence
	4
	First offence – The term of imprisonment does not exceed five years.
	First offence - A fine or to imprisonment for a term not exceeding seven years, or to both such fine and imprisonment.

	
	
	If damage is caused – The term of imprisonment does not exceed seven years
	If damage is caused – A fine or to a term of imprisonment not exceeding ten years, or to both such fine and imprisonment.

	
	
	In the case of a second or subsequent offence, regardless of whether damage was caused – No provision in the current Act
	In the case of a second or subsequent offence, regardless of whether damage was caused – A fine or to imprisonment for a term not exceeding fifteen years or to both such fine and imprisonment


Appendix II Cont’d

Penalties on Summary Conviction before the Resident Magistrates’ Court
	Category
	Section(s)
	Current Penalty
	Proposed Penalty

	Category III – Unlawfully making available devices or data for commission of offence
	8
	First offence – A fine not exceeding two million dollars or imprisonment for a term not exceeding two years or to both such fine and imprisonment
	First offence - A fine not exceeding four million dollars or imprisonment for a term not exceeding four years or both such fine and imprisonment.

	
	
	If damage is caused – A fine not exceeding three million or a term of imprisonment not exceeding three years or to both such fine and imprisonment
	If damage is caused – A fine not exceeding five million dollars or imprisonment for a term not exceeding five years, or both such fine and imprisonment

	
	
	In the case of a second or subsequent offence, regardless of whether damage was caused – No provision in the current Act
	In the case of a second or subsequent offence, regardless of whether damage was caused – A fine not exceeding seven million dollars or a term of imprisonment not exceeding seven years, or to both such fine and imprisonment


Penalties in the Case of a Conviction on Indictment before the Circuit Court

	Category
	Section(s)
	Current Penalty
	Proposed Penalty

	Category III – Unlawfully making available devices or data for commission of offence
	8
	First offence – The term of imprisonment does not exceed five years.
	First offence - A fine or to a term of imprisonment for a term not exceeding ten years, or to both such fine and imprisonment.

	
	
	If damage is caused – The term of imprisonment does not exceed seven years
	If damage is caused – A fine or to a term of imprisonment not exceeding fifteen years, or to both such fine and imprisonment.

	
	
	In the case of a second or subsequent offence, regardless of whether damage was caused – No provision in the current Act
	In the case of a second or subsequent offence, regardless of whether damage was caused – A fine or to imprisonment for a term not exceeding twenty years or to both such fine and imprisonment


Penalties on Summary Conviction before the Circuit Court
	Category
	Section(s)
	Current Penalty
	Proposed Penalty

	Category IV – 

Offences related to protected computers
	9
	A fine or to imprisonment for a term not exceeding ten years, or to both such fine and imprisonment 
	A fine or imprisonment for a term not exceeding twenty-five years or to both such fine and imprisonment
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Penalties in the Case of a Conviction on Indictment before the Resident Magistrates’ Court 

	Category
	Section(s)
	Current Penalty
	Proposed Penalty

	Category V – Inciting, Etc.
	10
	First Offence – A fine not exceeding two million dollars or imprisonment for a term not exceeding two years, or to both such fine and imprisonment
	Penalties should be the same  as those applied to the substantive offences

	
	
	If damage is caused – A fine not exceeding three million dollars or to imprisonment for a term not exceeding three years or to both such fine and imprisonment
	Penalties should be the same  as those applied to the substantive offences


Penalties in the Case of a Conviction on Indictment before the Circuit Court 

	Category
	Section(s)
	Current Penalty
	Proposed Penalty

	Category V – Inciting, Etc.
	10
	First Offence – A fine or to imprisonment for a tern not exceeding five years or to both such fine and imprisonment
	Penalties should be the same  as those applied to the substantive offences

	
	
	If damage is caused – A fine or imprisonment for a term not exceeding seven years 
	Penalties should be the same  as those applied to the substantive offences


Penalties in the Case of a Conviction on Indictment before the Resident Magistrates’ Court 

	Category
	Section(s)
	Current Penalty
	Proposed Penalty

	Category VI – Offences by bodies corporate
	11
	Currently there is no recommendation to try such an offence in the Resident Magistrates’ Court
	A fine not exceeding five years or imprisonment for a term not exceeding five years or to both such fine and imprisonment


Penalties in the Case of a Conviction on Indictment before the Circuit Court 

	Category
	Section(s)
	Current Penalty
	Proposed Penalty

	Category VI – Offences by bodies corporate
	11
	A fine or imprisonment for a term not exceeding five years, or to both such fine and imprisonment
	A fine or to imprisonment for a term not exceeding seven years, or to both such fine and imprisonment. 
 


Appendix II Cont’d

Penalties on Summary Conviction before the Resident Magistrates’ Court

	Category
	Section(s)
	Current Penalty
	Proposed Penalty

	Category VI – Making of false statement by person required to preserve data
	14
	A fine not exceeding one million dollars or imprisonment for a term not exceeding one year or to both such fine and imprisonment
	A fine not exceeding three million dollars or imprisonment for a term not exceeding three years or to both such fine and imprisonment.


Penalties in the Case of a Conviction on Indictment before the Circuit Court

	Category
	Section(s)
	Current Penalty
	Proposed Penalty

	Category VI – Making of false statement by person required to preserve data
	14
	A fine or a term of imprisonment not exceeding five years or to both such fine and imprisonment
	A fine or to a term of imprisonment not exceeding seven years


Penalties on Summary Conviction before the Resident Magistrates’ Court

	Category
	Section(s)
	Current Penalty
	Proposed Penalty

	Category VII –  Failure by constable to observe requirements for safeguarding key
	17(15)
	A fine not exceeding one million dollars or imprisonment for a term not exceeding one year or to  both such fine and imprisonment 
	A fine not exceeding three million dollars or imprisonment for a term not exceeding three years or to  both such fine and imprisonment


Penalties in the Case of a Conviction on Indictment before the Resident Magistrates Court 

	Category
	Section(s)
	Current Penalty
	Proposed Penalty

	Category VII – Failure to comply with production order
	17(17) 
	A fine not exceeding one million dollars or imprisonment for a term not exceeding one year or to  both such fine and imprisonment 
	A fine not exceeding four million dollars or imprisonment for a term not exceeding four years or to  both such fine and imprisonment


Penalties in the Case of a Conviction on Indictment before the Circuit Court 

	Category
	Section(s)
	Current Penalty
	Proposed Penalty

	Category VII – Failure to comply with production order
	17(17) 
	A fine or a term of imprisonment not exceeding five years or to both such fine and imprisonment
	A fine or to a term of imprisonment not exceeding seven years or to  both such fine and imprisonment


Appendix III

AMENDMENTS TO THE CYBERCRIMES ACT RECOMMENDED BY THE JOINT SELECT COMMITTEE OF PARLIAMENT
1. Section 2 

(1) That the definition of “key” in section 17 be relocated to section 2 and be amended to read as follows -

“key” in relation to any data or other computer output includes any key, code, password, algorithm, authentication or authorization token, biometric identifier, gesture, or other data the use of which (with or without other keys) –

(a) allows access to the data or output; or

(b) facilitates the putting of the data or output into intelligible form;”.

(2) That the definition of “output” be amended to include the word “auditory” next after the word “graphical”.
2. Section 4

That subsection (1)(a) be deleted and the following substituted therefor –

“ (a) commit any offence punishable for a term that exceeds one year; or”. 

3. Section 8

That the words “access code or password” be deleted from subsection (1)(b) and the word “key,” substituted therefor.
4. Section 13

That in subsection (1)(a)(iii)(a), the words “, or data from computer B is available to computer A” be inserted after the words “computer B”.

5. Section 14

(1) That subsection (2) be deleted and the following substituted therefor –

“

(2)  The notice referred to in subsection (1) shall be in writing and shall specify –

(a) the name of the person in possession or control of the computer or data storage medium (as the case may be) or the address where the computer or data storage medium (as the case may be) is located; and
(b) the period for which the data is required to be preserved, being a period not exceeding thirty days.”.
(2)That the following definition of “address” be inserted - 
““address” includes a location, e-mail address, telephone number or other number or designation used for the purpose of identifying a computer or electronic communications system.”.
6. New provisions dealing with fraud, forgery and malicious communications

That the following new provisions be inserted in the Act -

	Computer-related fraud or forgery.
	
(1) A person commits an offence if that person fraudulently, with intent to procure an advantage for himself or another person –

(a) causes loss of property to another person by any –

(i) input, alteration, deletion or suppression of data; or

(ii) interference with any function of a computer; or

(b) accesses any computer and inputs, alters, deletes or suppresses any data (“the original data”) with the intention that the data, after such input, alteration, deletion or suppression (whether or not that data is readable or intelligible), be considered or acted upon as if that data were the original data.


(2) A person who commits an offence under subsection (1) shall be liable upon –

(a) summary conviction before a Resident Magistrate,  to –

(i) in the case of a first offence, a fine not exceeding four million dollars or imprisonment for a term not exceeding four years, or both such fine and imprisonment;
(ii) if any damage is caused as a result of the commission of the offence, a fine not exceeding five million dollars or imprisonment for a term not exceeding five years, or both such fine and imprisonment; or

(iii) in the case of a second or subsequent offence, regardless of whether or not any damage is caused, a fine not exceeding seven million dollars or imprisonment for a term not exceeding seven years, or both such fine and imprisonment;

(b) conviction on indictment before a Circuit Court, to –

(i) in the case of a first offence, a fine or to imprisonment for a term not exceeding ten years, or both such fine and imprisonment;

(ii) if any damage is caused as a result of the commission of the offence, a fine or imprisonment for a term not exceeding fifteen years, or both such fine and imprisonment; or
(iii) in the case of a second or subsequent offence, regardless of whether or not any damage is caused, a fine or to imprisonment for a term not exceeding twenty years, or both such fine and imprisonment.

	Use of computer for malicious communication.
	
(1) A person commits an offence if that   person –

(a) uses a computer to send to another person any data (whether in the form of a message or otherwise) that is obscene, constitutes a threat, or is menacing in nature; and

(b) intends to cause, or is reckless as to whether the sending of the data causes, annoyance, inconvenience, distress, or anxiety, to that person or any other person.


(2) An offence is committed under subsection (1) regardless of whether the actual recipient of the data is or is not the person to whom the offender intended the data to be sent. 

(3) A person who commits an offence under subsection (1) shall be liable upon –

(a) summary conviction before a Resident Magistrate,  to –

(i)  in the case of a first offence, a fine not exceeding four million dollars or imprisonment for a term not exceeding four years, or both such fine and imprisonment;

(ii)  if any damage is caused as a result of the commission of the offence, a fine not exceeding five million dollars or imprisonment for a term not exceeding five years, or both such fine and imprisonment; or

(iii) in the case of a second or subsequent offence, regardless of whether or not any damage is caused, a fine not exceeding seven million dollars or imprisonment for a term not exceeding seven years, or both such fine and imprisonment;

(b) conviction on indictment before a Circuit Court, to –

(i) in the case of a first offence, a fine or to imprisonment for a term not exceeding ten years, or both such fine and imprisonment;

(ii)  if any damage is caused as a result of the commission of the offence, a fine or to imprisonment for a term not exceeding fifteen years, or both such fine and imprisonment; or
(iii) in the case of a second or subsequent offence, regardless of whether or not any damage is caused, a fine or to imprisonment for a term not exceeding twenty years, or both such fine and imprisonment.


7. New provisions concerning actions prejudicing investigations and forfeiture

That the following new provisions be inserted in the Act -
	Offences prejudicing investigation.
	
(1) This section applies if a person knows or has reasonable grounds to believe that an investigation in relation to an offence under Part III is being, or is about to be, conducted.


(2) The person commits an offence if the  person – 

(a) makes a disclosure that is likely to prejudice the investigation; or 

(b) falsifies, conceals, destroys or otherwise disposes of, or causes or permits the falsification, concealment, destruction or disposal of, documents or data that are relevant to the investigation.


(3) A person does not commit an offence under subsection (2)(a) if –

(a) the person does not know or have reasonable grounds to believe that the disclosure is likely to prejudice the investigation;

(b) the disclosure is made in the exercise of a function under this Act or in compliance with a requirement imposed under or by virtue of this Act; or

(c) the person is an attorney-at-law and the disclosure falls within subsection (4).


(4) A disclosure falls within this subsection if it is a disclosure –

(a) to, or to a representative of, a client of the attorney-at-law in connection with the giving by the attorney-at-law of legal advice to the client; or

(b) to any person in connection with legal proceedings or contemplated legal proceedings,

but a disclosure does not fall within this subsection if the disclosure is made with the intention of furthering a criminal purpose.


(5) A person does not commit an offence under subsection (2)(b) if the person –

(a) does not know or suspect that the documents are relevant to the investigation; or

(b) does not intend to conceal any facts disclosed by the documents from any official carrying out the investigation.


(6) A person who commits an offence under subsection (2) is liable –

(a) on conviction before a Resident Magistrate, to a fine not exceeding three million dollars or to imprisonment for a term not exceeding three years or to both such fine and imprisonment; or

(b) on conviction on indictment before a Circuit Court, to a fine or to imprisonment for a term not exceeding ten years or to both such fine and imprisonment. 

	Forfeiture.
	
(1) Where any computer material is seized pursuant to section 19 an order under subsection (1) or (2) may be made in respect of the computer material.


(2) Where -

(a) any person is convicted of an offence under this Act; and

(b) the court concerned is satisfied that –

(i) the person owns the computer material used in the commission of the offence;

(ii) the owner of the computer material permitted it to be used in the commission of the offence; or

(iii) the circumstances are otherwise such that it is just to do so;

the court shall, upon the application of the Director of Public Prosecutions, order the forfeiture of the property.


(3) On the application of the Director of Public Prosecutions before a Resident Magistrate’s Court having jurisdiction in the area where the computer material is seized, or a Judge of the Supreme Court in Chambers, the Court or Judge may make an order in accordance with subsection (4) notwithstanding that the conditions mentioned in subsection (2) have not been satisfied.


(4) Where an application is made under subsection (3), the Court or Judge (as the case may be) may order the forfeiture of the computer material if the Court or Judge is satisfied that –

(a) the computer material has been abandoned;

(b) the circumstances in which the computer material was seized give reasonable cause to suspect that it was being used or has been used for committing an offence under this Act,

and it is otherwise just to do so.


(5) Where the Director of Public Prosecutions intends to apply for an order under subsection (4), the Director of Public Prosecutions shall, subject to subsection (6), give to any person who, to his knowledge, was at the time of the seizure, the owner of the computer material, notice of the seizure and the intention to apply for a forfeiture order and the grounds therefor.


(6) Notice shall not be required under subsection (5) if the seizure was made in the presence of the owner or the owner’s servant or agent.


(7) Where the Director of Public Prosecutions is unable to ascertain the owner of, or any person having an interest in, any computer material to which this section applies, the Director of Public Prosecutions shall publish a notice in a daily newspaper in circulation in Jamaica, regarding the intention to apply for a forfeiture order, not less than thirty days prior to the application.


(8) Any person having a claim to any computer material seized under this Act may appear at the hearing of the application for forfeiture and show cause why such an order should not be made.


(9) Where, on the hearing of an application for forfeiture under paragraph (3), no person appears before the Judge to show cause as mentioned in subsection (8), the computer material shall be presumed to have been abandoned.


(10) If, upon the application of a person prejudiced by an order made under subsection (2) or (4), the Court or Judge (as the case may be) is satisfied that it is just in the circumstances of the case to revoke the order, the Court or Judge  may –

(a) revoke the order upon such terms and conditions, if any, as the Court or Judge considers appropriate; and

(b) without prejudice to the generality of paragraph (a), require the person to pay in respect of the storage, maintenance, administrative expenses, security and insurance of the property, such amount as may be charged by the person in whose custody the property was kept.


(11) An application under subsection (10) shall be made within thirty days after the date of the forfeiture order or within such longer period, not exceeding six months from the date of the order, as the court or Judge (as the case may be) may allow.


8. Penalties

That the penalties in the Act be amended as follows: -

	SECTION
	PENALTY

	Sections 3, 5, 6 and 7 (unauthorized access, modification, interception or obstruction).
	Upon –

(a) summary conviction before a Resident Magistrate –

(i) in the case of a first offence, a fine not exceeding three million dollars or imprisonment for a term not exceeding three years, or both such fine and imprisonment; 

(ii) if any damage is caused as a result of the commission of the offence, a fine not exceeding four million dollars or imprisonment for a term not exceeding four years, or both such fine and imprisonment; or

(iii) in the case of a second or subsequent offence, regardless of whether or not any damage is caused, a fine not exceeding five million dollars or imprisonment for a term not exceeding five years, or both such fine and imprisonment;

(b) conviction on indictment before a Circuit Court - 

(i) a fine or to imprisonment for a term not exceeding seven years, or both such fine and imprisonment; or

(ii) if any damage is caused as a result of the commission of the offence, a fine or to imprisonment for a term not exceeding ten years, or both such fine and imprisonment; or

(iii) in the case of a second or subsequent offence, regardless of whether or not any damage is caused, a fine or to imprisonment for a term not exceeding fifteen years, or both such fine and imprisonment.

	Section 4 (access with intent to commit or facilitate commission of offence).
	Upon –

(a) summary conviction before a Resident Magistrate –

(i) in the case of a first offence, a fine not exceeding four million dollars or imprisonment for a term not exceeding four years, or both such fine and imprisonment;

(ii) if any damage is caused as a result of the commission of the offence, a fine not exceeding five million dollars or imprisonment for a term not exceeding five years, or both such fine and imprisonment; or

(iii) in the case of a second or subsequent offence, regardless of whether or not any damage is caused, a fine not exceeding five million dollars or imprisonment for a term not exceeding five years, or both such fine and imprisonment;

(b) conviction on indictment before a Circuit Court –

(i) in the case of a first offence, a fine or to imprisonment for a term not exceeding seven years, or both such fine and imprisonment; 

(ii) if any damage is caused as a result of the commission of the offence, a fine or imprisonment for a term not exceeding ten years, or both such fine and imprisonment; or

(iii) in the case of a second or subsequent offence, regardless of whether or not any damage is caused, a fine or to imprisonment for a term not exceeding fifteen years, or both such fine and imprisonment.

	Section 8 (unlawfully making available devices or data for commission of offence).
	Upon –

(a) summary conviction before a Resident Magistrate –

(i) in the case of a first offence, a fine not exceeding four million dollars or imprisonment for a term not exceeding four years, or both such fine and imprisonment;

(ii) if any damage is caused as a result of the commission of the offence, a fine not exceeding five million dollars or imprisonment for a term not exceeding five years, or both such fine and imprisonment; or

(iii) in the case of a second or subsequent offence, regardless of whether or not any damage is caused, a fine not exceeding five million dollars or imprisonment for a term not exceeding five years, or both such fine and imprisonment;

(b) conviction before a Circuit Court –

(i) in the case of a first offence, a fine or to imprisonment for a term not exceeding ten years, or both such fine and imprisonment;

(ii) if any damage is caused as a result of the commission of the offence, a fine or to imprisonment for a term not exceeding fifteen years, or both such fine and imprisonment; or

(iii) in the case of a second or subsequent offence, regardless of whether or not any damage is caused, a fine or to imprisonment for a term not exceeding twenty years, or both such fine and imprisonment.

	Section 9 (Offences relating to protected computers).
	Upon conviction on indictment before a Circuit Court, a fine or imprisonment for a term not exceeding twenty-five years, or both such fine and imprisonment.

	Section 10 (Inciting, etc).


	The same penalties as apply to the substantive offences.

	Section 11 (Offences by bodies corporate).
	1. Where the court is satisfied that a director, manager, secretary, or other similar officer, of a body corporate connived in the commission of the offence, that director, manager, secretary, or other similar officer, shall, as well as the body corporate, be liable to be proceeded against and punished accordingly.

2. Where the court is satisfied that a director, manager, secretary, or other similar officer, of a body corporate failed to exercise due diligence to prevent the commission of the offence, that director, manager, secretary, or other similar officer, shall be liable –

(a) on conviction before a Resident Magistrate, to a fine not exceeding five million dollars or imprisonment for a term not exceeding five years, or both such fine and imprisonment; or

(b) on conviction on indictment before a Circuit Court to a fine or to imprisonment for a term not exceeding seven years, or both such fine and imprisonment.

	Section 14 (6) (making of false statement by person required to preserve data).
	Upon –

(a) conviction before a Resident Magistrate, a fine not exceeding three million dollars or to imprisonment for a term not exceeding three years or to both such fine and imprisonment; or

(b) conviction on indictment before a Circuit Court, a fine or to imprisonment for a term not exceeding seven years or to both such fine and imprisonment.

	Section 17(15) (failure by constable to observe requirements for safeguarding key).


	Upon conviction before a Resident Magistrate, a fine not exceeding three million dollars or imprisonment for a term not exceeding three years, or both such fine and imprisonment.

	Section 17(17) (failure to comply with production order).
	Upon –

(a) conviction before a Resident Magistrate, a fine not exceeding four million dollars or imprisonment for a term not exceeding four years, or both such fine and imprisonment; or

(b) conviction on indictment before a Circuit Court, a fine or to imprisonment for a term not exceeding seven years, or both such fine and imprisonment.
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